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Chapitre 2 - Serveur Debian DS1
Installation du service DNS

>>> Installation du paquetage BIND et ses dépendances :

1_all.deb ...

mded.deb ...
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>>> Visualisation des fichiers de configuration dans le répertoire /etc/bind/ :

root@Elds
root @ .
total 4a8
-Mu-r--r--
=== -
-Mu-r--r--
-u-r-=fr--

root root 2483 27 juil.
root root 255 27 Juil.
root root 271 27 Juil.
root oot 2 27 Juil.
root root ~7 Juil.
root oot f ~7 Juil.
root hind ¢ ~7 Juil.
root bind 495 27 juil.
root hind 165 27 juil.
root hind Juil.
bhind bhind Janv.
oot 27 Juil.

bind.keys
b . @

dh. 127
dl . 255

db.empty

b 1mral

mamed . cont

mamed . conf . default-zones

-lu=-r-—-r- -

-fu=r==r--
=fl=r=—f--
-fu=r==r--
=Fu=r==-r
=Fu=fr==r
-ru-r
=fll=fr==f--

FootEDs

el e e e

=
| I

=

>>> Sauvegarde des fichiers conf, conf.options et conf.local en cas de mauvaise
manipulation :

o : d.conf named.conf
rootd : conf.optio IE
oot :

[

lines 1-22/22 (END)
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>>> Vérification de la bonne installation du paquet resolvconf :

Jour, @ ﬂnuuellement lﬂ:tjll = ! s & Jjour.

>>> Assignation de nom de zones et des fichiers de zone qui vont contenir les
enregistrements dans le fichier /etc/bind/named.conf.local :

Do any local configuration here

der adding the 1918 zones here, if they are not used in your
ization
etc/shind/szones.rfc1918";

4.168.192.in- dddr.drpa” I

i 1_. local';
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>>> Création du fichier /var/cache/bind/db.sio-exupery.local pour la zone de
recherche directe dans lequel les enregistrements correspondant aux machines sont
figurés :

GHU nano 7.2 Ayarscachesbindsdb.sio-exupery. local

our la résolution directe

#“upery. local. root.sio-exupery. local. |

upery. local.
.4.254

>>> Création du fichier pour la résolution inverse /var/cache/bind/rev.sio-
exupery.local pour les enregistrements PTR contraires aux enregistrements A :

GHU nano 7.2 Svarsocachesbinds/rev. sio-exupery. local

: Fichier pour

lution in

cupery. local. root.sio-exupery. local. o

1 IN PTR UD1
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>>> Attribution des deux fichiers de zone au groupe bind pour les rendre accessibles
au daemon :

Foot@Ebsl: 5 Svarscachesbind

total 16

-rw-ruw-r-- 1 root bind h

-rw-ruw-r-- 1 bind bind ' . : 1 ind
-r-ru-r-- 1 hind bind 3 . : nd. jnl

- 1 root bind Janw. @9:11 r ery.local
rootdhs=1:

B9:11 svarscachesbind

>>> Modification du fichier /etc/hosts qui ne doit contenir que la référence a la
boucle locale et le nom du FQDN du serveur :

JEtC/hosts

GHU nano 7.2
127 .8 1 : localhost
7. 168.4.254 =15 A= pl" e D51

localhost ip6-localhost ipe- loophack
' 1n

>>> Désactivation des interfaces des cartes réseaux enp0s3 et enp0s8 avec ifdown :

rootabhsl: iftdown enpés3
ifdown: interface enp not configured

root@absl: ifdown enpéss
Foot@nsl:
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>>> Modification du fichier /etc/network/interfaces en rajoutant les lignes dns-
search, domain et nameservers :

GNU nano 7.2 fetosnetwarksinterfaces

'''' : Jetoc/snetworksintertac

> 1o inet loopback

hotplug

led to br
ifup e

(Les deux interfaces sont bien configurées et réactivées, comme le montre la
commande ip a :)

u gdisc fg_codel state UP group default glen 1
ffoff
glohal en

gdisc fg_codel state UP group default glen 1

foft
 glohal en
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>>> Vérification du fichier /etc/resolv.conf qui doit indiquer I’adresse IP du serveur
DNS ainsi que la zone de recherche DNS :

olver
it the ;

rootuL=l

>>> Indication de I’instruction dnssec-validation auto sur no dans le fichier
named.conf.options :

GHU nano 7.2
pptions §

Jetcsbindsnamed. cont.options

directory "/varscachesbind'';

eplacing

If BIMD
od will n
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>>> Re lancement de bind9 :

>>> Lancement de I’utilitaire de vérification named-checkconf qui teste
/etc/bind/named.conf :

1 db.sio-exupery. local
IIIrIIjII

qery. local

o

named [1
named [14
named [1

- BIND Domain Mam
arted
: Upd d ti 7 for job “craon.daily' to
Job cron.daily' terminated
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>>> Vérification de la présence du paquetage dnsutils :

grep -1 dnsutils
1:9.18.28-1"deb1zuz andad Clients provided with BIND 9

dig UD1l.sio-exupery.local

eb12uz-Debian Ubil.sio-exupery. local

lllh. 1 ||[|'I'1||..
o
Ldocal isor wed for Multicast
; |||h.—rl' happens 1 MDN; ry iz leaked to DNS

ER: 'l_,l HIITHIIFITu 3, ADD OMAL: 1

: L2541 (UDF)
Tue Feb
SIZE rowd:

aked to DMS

3 WOES TION
ery.local. root.sio-exuperd. local. 2

HHEH
35 M3G S
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>>> Commande nslookup DS1 :

254
254#53

~y.local

rootabsl: dig www.dunod.com

DiG 9.1 1™

.: UIII:_IJ_I ,
. dunod . com.

v AMSMWER SECTIOM:
. dunod. com.

Mon-authar
www. eni. Tr
H1

dehlzuz-Debian s, dunod . com

atus: MOERROR, id:
WER: 1, AUTHORITY:

ff1bh4855e 165

21.144.1398., 143

i.4.254) (UDP)

1+1+1~

1

BSIO1
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>>> Vérification de la résolution DNS interne et externe avec ping DS1, UD1 et
www.ac-nice.fr :

FI
B4 byt
B4 hyte

tt1=pd tin
 t11=f4 time

-nice.t
om 141.1

>>> Commentaire sur le fichier /etc/bind/named.conf.default-zones :

GMU nano 7.2

setcsbindsnamed. conf . default-zones
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>>> Affichage du fichier /etc/bind/named.conf.options avec nano :

GHI no 7.2 Jetcsbind/named. cont . options

hesbind";

you want

----- more IF addy
L 1 to use m a5 foruarde

D
you will v

>>> Décommenter la ligne d’instruction forwarders et modification avec 1’ajout du
FAI d’Orange et le serveur DNS ROI :

GMU _nano 7.2 Jetcsbindsnamed. conf.options
‘cachesbind'';

iz a firewall between you and na you want
U may need to fix the firews allow multiple

g them

"t ot
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>>> Redémarrage du service DNS et vérification de 1’état du service bind9 :

sustemctl restart bind9
systemct]l status named.service
e named.service - BIND Domain Mame Server
Loaded: loaded (/lib/sustemdssystemsnamed.service; enabled; preset: enabled)
Active: active (running) since Tue 2625-62-64 13:16:48 CET; 15 aZo
Docs: man:named ()
Main PID: 1641 (named)
Status: "running
Tasks: 6 (limit: 2388)
Memary: Z26.5M
CPU: Z26ms
: ssystem.slicesnamed. service
1841 susrssbinsnamed -f -u bind

051 named[1641] : managed-keys-zone: loaded serial 14

051 named [1641] = zone @.in-addr.arpasIN: loaded serial 1

051 named[1641] @ zone localhost/IM: loaded serial 2

051 named [1641] @ zone 4.168.192. in-addr.arpasIN: loaded serial 2624626461
D51 named [1641] = zone 127.in-adde.arpasIN: loaded serial 1

051 named[1641] = zone 255.1in-addr.arpasIN: loaded serial 1

D51 named[1641] @ zone sio-exupery.localsIN: loaded serial 2624620461

051 named[1641]: all zones loaded

051 systemd [1] @ Started named.service - BIND Domaln MName Serwver.

051 named[1641] @ running

<> DiG 9.18.28-1"deblZuz-Debian <<»» www.ac-nice.fr
; global options: +cmd
i Got answer:
-»»HEADER<<- opcode: QUERY, status: WOERROR, id: 48368
i flags: agr rd ra; QUERY: 1,JANSHER: 5, AUTHORITY: &, ADDITIOMWAL: 1

73 OPT PSEUDOSECTION:

i EDONS: wersion: @, flags:; ullp: 1232

; COOKIE: bb3gshegbTaselalsleponnngTaras77190 1healddaddasd (good)
v5 QUESTIOW SECTIOM:

s, ac-nice. fr. IN B

i AWNSHER SECTIOM:
.ac-nice.fr. 21666 IN CHMAME ac-nice.fr.cdn.cloudflare.net.
.ac-nice.fr.cdn.cloudflarefnet. 38a IN A 161.96.167
.ac-nice.fr.cdn.cloudflarefnet. 38a IN A 161.96. 166
.ac-nice.fr.cdn.cloudflarefnet. 38a IN A 161.96. 164
.ac-nice.fr.cdn.cloudflarefnet. 38a IN A 161.96.165

i3 Query time: 1599 msec

i3 SERWER: 192.168.4.254#53(192.168.4.254) (UDP)
i3 WHEM: Tue Feb &4 13:17:59 CET 2625

iy MEG SIZE rowd: 182
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>>> Vérification du nom de I’ordinateur dans le fichier /etc/hostname :
GNU nano 7.2 Jetc/hostname

>>> Modification de 1’association IP-nom FQDN dans le fichier /etc/hosts et
redémarrage de la machine Ubuntu :

GNU nano 7.2 Jetc/hosts *
127.0.0.1 localhost

192.168.4.1 UD1.sio-exupery.local UDlI

>>> Configuration des parametres IP ainsi que 1’adresse du serveur DNS dans la
console, en modifiant le fichier /etc/netplan/01-network-manager-all.yaml :

GNU nano 7.2 Jetc/netplan/01-network-manager-all.yaml

: networkd

192.168.4.1/24

o: default
via: 192.168.4.254

sio-exupery.local
192.168.4.254
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>>> (Génération du fichier .network dans /run/systemd/network et redémarrage du
service systemd-networkd avec la command netplan apply :

$ sudo netplan apply

** (generate:4758): eI : Permissions for /etc/netplan/@1-n
twork-manager-all.yaml are too open. Netplan configuration should NOT be access
ble by others.

** (process:4757): g : Permissions for /etc/netplan/01-ne

work-manager-all.yaml are too open. Netplan configuration should NOT be accessi
le by others.

** (process:4757): g : Permissions for /etc/netplan/01-ne
work-manager-all.yaml are too open. Netplan configuration should NOT be accessi
le by others.

S

>>> Vérification de la configuration réseau :

: 1p a
: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group defau
qlen 1000
1link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valld 1ft forever preferred 1ft forever
P: enp0@s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP

hroup default glen 10080
link/ether 08:00:27:9c:99:3d brd ff:ff:ff:ff:ff:ff
inet 192.168.4.1/24 brd 192,168.4,255 scope alobal noprefixroute enp@s3

valid 1ft forever preferred 1ft forever
: Sipr

jefault via 192.168.4.254 dev enp0s3 proto static metric 100

92.168.4.0/24 dev enpBs3 proto kernel scope link src 192.168.4.1 metric 100
: $




Enzo FAUDON Serveur Debian DS1 - Installation du service DNS BSIO1

>>> Le fichier /etc/resolv.conf ne mentionne pas I’adresse sur serveur DNS DS1 :

Do not edit.

This file might be symlinked as /etc/resolv.conf. If you're looking at
Jetc/resolv.conf and seeing this text, you have followed the symlink.

This is a dynamic resolv.conf file for connecting local clients to the
internal DNS stub resolver of systemd-resolved. This file lists all
configured search domains.

Run "resolvectl status" to see details about the uplink DNS servers
currently in use.

Third party programs should typically not access this file directly, but only
through the symlink at /etc/resolv.conf. To manage man:resolv.conf(5) in a
different way, replace this symlink by a static file or a different symlink.

See man:systemd-resolved.service(8) for details about the supported modes of
operation for /fetc/resolv.conf.

nameserver 127.0.0.53
options edns@ trust-ad
search sio-exupery.local

>>> Le fichier /etc/resolv.conf est un lien symbolique pointant sur le fichier
/run/systemd/resolve/stub-resolv.conf :

: $ 1ls -1 /etc/resolv.conf
rwxrwxrwx 1 root root 39 Aug 27 15:37 -> ../run/systemd/resoly
e/stub-resolv.conf
- S cd frun/systemd/resolve/
S ls -1

systemd-resolve systemd-resolve 11:59
systemd-resolve systemd-resolve 4 11:59

systemd-resolve systemd-resolve 4 12:33
systemd-resolve systemd-resolve 82 12:33 resolv.conf

systemd-resolve systemd-resolve 4 12:33 |stub-resolv.conf
C
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>>> Affichage du fichier /run/systemd/resolve/resolv.conf pour vérifier 1I’adresse du
serveur DNS :

$ cat /run/systemd/resolve/resolv.conf
This is /[run/systemd/resolve/resolv.conf managed by man:systemd-resolved(8).
Do not edit.

This file might be symlinked as /etc/resolv.conf. If you're looking at
Jetc/resolv.conf and seeing this text, you have followed the symlink.

This is a dynamic resolv.conf file for connecting local clients directly to
all known uplink DNS servers. This file lists all configured search domains.

Third party programs should typically not access this file directly, but only
through the symlink at /etc/resolv.conf. To manage man:resolv.conf(5) in a
different way, replace this symlink by a static file or a different symlink.

See man:systemd-resolved.service(8) for details about the supported modes of
operation for /fetc/resolv.conf.

iameserver 192.168.4.254
iameserver 172.17.254.1
search sio-exupery.local

>>> Saisie successive des commandes dig SOA sio-exupery.local, dig
DSlI.sio.exupery-local et dig www.eni.fr :

> dig SOA sio-exupery.local :
S dig SOA sio-exupery.local

; <<>> DiG 9.18.28-0ubuntu®.24.04.1-Ubuntu <<>> SOA sio-exupery.local
: global options: +cmd
; Got answer:
; WARNING: .local is reserved for Multicast DNS
: You are currently testing what happens when an mDNS query is leaked to DNS
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6277
; flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 65494
;s QUESTION SECTION:
;sio-exupery.local. IN

»; ANSWER SECTION:
s1o-exupery.local. 86400 IN SOA DS1.sio-exupery.local. root.sio-
cupery.local. 2024020401 604800 86400 2419200 604800

;3 Query time: 2 msec

53 SERVER: 127.0.0.53#53(127.0.0.53) (UDP)
;3 WHEN: Tue Feb 04 12:44:36 UTC 2025

;3 MSG SIZE rcvd: 91
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> dig DS1.sio-exupery.local :
$ dig DS1.slo-exupery.local

- D1G 9.18.28-0ubuntu®.24.04.1-Ubuntu <<>> DS1.sio-exupery.local
: global options: +cmd
; Got answer:
; WARNING: .local is reserved for Multicast DNS
; You are currently testing what happens when an mDNS query is leaked to DNS
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 56087
; flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ®, ADDITIONAL: 1

; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 65494
5; QUESTION SECTION:
;DS1.slo-exupery.local. IN

: 3 ANSWER SECTION:
)S1.sio-exupery.local. 86400 IN 192.168.4.254

; Query time: 1
SERVER: 127.0.
; WHEN:

; MSG SIZE
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> dig www.eni.fr :

S dig www.eni.fr

; <<>> DiG 9.18.28-0ubuntu®.24.04.1-Ubuntu <<>> www.eni.fr
; global options: +cmd
Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, 1d: 46753
flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1

OPT PSEUDOSECTION:
; EDNS: version: @, flags:; udp: 65494
;3 QUESTION SECTION:
;www.eni.fr. IN

; ; ANSWER SECTION:
www.eni.fr. 600 CNAME  1p200.eni.fr.
.p200.eni.fr. 600 A 185.42.28.200

Query time: 1734 msec
;3 SERVER: 127.0.0.53#53(127.0.0.53) (UDP)
;3 WHEN: Tue Feb 04 12:47:15 UTC 2025
:: MSG SIZE rcwd: 75

: 'S nslookup www.ediltlons-eyrolles.com
127.0.0.53
127.0.0.53#53

on-authoritative answer:

ww.editlons-eyrolles.com canonical name = app943253.prod.cudawaas.com.
app943253.prod.cudawaas.com canonical name = waas-prod-app-a978c6906656d1f694
A7acB8lef5f29ee.trafficmanager.net.

aas-prod-app-a978c6906656d1f69447ac8lef5f29ee. trafficmanager.net canonical
name = waasprod-app-53c57dcd5270778795e5d53a512d0297. francecentral.cloudapp.azur

ame: waasprod-app-53c57dcd5270778795e5d53a512d0297 . francecentral.cloudapp.azur

Address: 4.176.6.76

: s |
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>>> Ping sur DS1 :

:'S ping -c 2 DS1
PING DS1.sio-exupery.local (192.168.4.254) 56(84) bytes of data.
64 bytes from DS1.sio-exupery.local (192.168.4.254): icmp_seq=1 ttl=64 time=0.369

ms
64 bytes from DS1.sio-exupery.local (192.168.4.254): icmp_seq=2 ttl=64 time=0.594

ms

--- DS1.slo-exupery.local ping statistics ---
? packets transmitted, 2 received, 0% packet loss, time 1426ms
rtt min/avg/max/mdev = 0.369/0.481/0.594/0.112 ms

>>> Connexion a Atrium :

QO & https;//www.atrium-sud.fr

A Lenvironnement numérique § A R
éducatif régional & Ouvrir une session

FIL D'ACTUALITE

Plus de 11 000 jeunes Lutte contre le
bénéficient du Pass harcélement en milieu

Santé! Et vous ? scolaire
Dématérialisé, il comprend 12 e- Tu SERS
A RIEN

coupeons pour vous rendre chez votre

médecin, pharmacien, psychologue. I

s'utilise pour des consultations
meédicales et psychologiques, pour sons-en
I'achat de préservatifs, de protections svecile barcdloment:
périodiques, de contraceptifs et pour se 3018 &
faire vacciner contre le papillomavirus. Il
est gratuit et confidentiel.

REGION [
=

7 - ) B e + : R
\.\. En savoir plus /I l\ En savoir plus /\
Decouvrez la Concours Je dessine

Mateforme des éco- mon Europe verte m



